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MARI NE CORPS ORDER 1510. 64B

From Commandant of the Marine Corps
To: Di stribution List

Subj : I NDI VI DUAL TRAI NI NG STANDARDS (I TS) SYSTEM FOR THE
SURVEI LLANCE SENSOR OPERATOR, M LI TARY OCCUPATI ONAL
SPECI ALTY (MOS) 8621

Ref: (a) MCO 1510.34A
(b) MO 1553. 1B
(c) MO 1553. 2
(d) MO 1553. 3

Encl: (1) Conponents of an ITS

(2) | TS Managenent

(3) Index of Tasks by Training Location, Level of
Trai ni ng, Sustainnent, and Grade to Standard

(4) Common ITS Listing

(5) Training Support

(6) Individual Training Standards for Surveillance
Sensor Operator MOS 8621

1. Purpose. To publish the ITS System for MOS 8621
2. Cancellation. MCO 1510. 64A.

3. Summary of Revision. This Oder has been revised in its entirety.

4. Background

a. The references establish the systemused to publish all training
standards, provide policy, and assign responsibilities for applying the
Systens Approach to Training (SAT).

b. 1TS s provide a conmon base of training for all Marines who have the
same MOS. They provide the basis for the SAT of all individual training.
| TS's are to be used by institutional and unit comuanders to deternine
proficiency of individual Marines, to establish training plans and courses of
instruction, and to maintain a progressive and systematic nethod to nonitor
training inpacts on Individual Career Devel opnent Pl ans.
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c. I TS s are derived from M ssion Performance Standards whi ch conme from
conbat requirements of the Fleet Marine Forces. Changes to doctrine, force
structure, and the introduction of new weapons and equi pment will require
revision of this Order on a regul ar basis.

5. Information

a. | TS s are to be used by institutional and unit conmanders to design
devel op, conduct, and evaluate their individual training of Marines.
Institutional commanders will derive Term nal Learning Cbjectives (TLO and
Enabl i ng Learning Objectives (ELO fromthe tasks and performance steps set
forth herein. Task lists reported on Course Descriptive Data (CDD) sub-

m ssions will consist of task titles contained in this Order. Unit comranders
will use the task contained in this Order as the basis of individual training
in their long range, short range, and near termtraining plans.

b. The ITS systemfor MOS 8621 contains the foll ow ng:

(1) Enclosure (1) contains the conponents of an ITS.

(2) Enclosure (2) sets forth the ITS managenent, as it relates to
use and nai nt enance.

(3) Enclosure (3) is an index of tasks by training |location, |evel
of training, sustainnent, and grade to standard.

(4) Enclosure (4) does not apply to this MOS.

(5) Enclosure (5) lists training support in four categories:
(a) Appendix A, Training Devices, Sinulators, and Training Aids.
(b) Appendix B, Training Equipnent.
(c) Appendix C, Amunition, Explosives, and Pyrotechnics.
(d) Appendix D, Training Mteriel

(6) Enclosure (6) lists ITS s for MOS 8621

6. Action

a. Commandi ng General, Marine Corps Conbat Devel opnment Conmand ((MCCDC)

(1) Ensure that all units and institutions are using this Oder to
train personnel to the standards required of their grade and MOS
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(2) Ensure that the Marine Corps Institute (M) and the Training and
Audi ovi sual Support Centers (TAVSC) provide standardi zed job ai ds and ot her
training support requirenents to facilitate training in units.

(3) Review, revise, and nmanage the upkeep of this Order in coordin-
ation with FMF commanders, MOS/ Cccupational Field sponsors and with subject
matter experts.

(4) Ensure coordination occurs with the Conmander, Marine Corps
Systens Command ( MARCORSYSCOM) .

b. Commandi ng Generals of the Fleet Marine Forces and Supporting
Establ i shmrent Commands; and Commanders of Separate Organi zati ons not
Commanded by a General Oficer

(1) Use this Order to inplenent the SAT process for surveillance
sensor operator training.

(2) Establish managed on-the-job-training (MJJT) prograns to train
Marines using the tasks to formthe basis of initial, sustainnent, or
refresher training proficiencies in units both for Surveillance Sensor
Operator and conmand traini ng plans.

7. Subnission of Recommendations and Requirenments. Reconmendations
concerning the contents of this Order are invited. Submt recomrendations
for change and recomrended training requirenents to the Commandi ng General,
MCCDC (C 461) via the appropriate chain of conmand.

8. Mbilization. All ITS s inthis Oder will remain in effect during
nobi | i zati on.

9. Reserve Applicability. This Oder is applicable to the Marine Corps
Reserve.

KT Ml

By direction
DI STRI BUTI ON: PCN 10201654600

7000110 (30)
7230004 (20)
8145005 (2)
7000144 (1)
8145001 (1)
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COVPONENTS OF AN I TS

1. Ceneral. ITSs contain six conponents; task, condition(s), standard,
performance steps, reference(s), and administrative instructions.

2. A phanuneric System Each ITSis identified by the MOS foll owed by a
series of nunbers which identify the Duty Area, and Task.

a. The MOS is identified by four Arabic nunbers. The four nunbers are
the ones assigned to the MOS in the MO P1200.7 (MOS Manual ). For the
Surveil |l ance Sensor QOperator MOS, the numeric designators would be 8621. X X

b. Duty areas are identified by ascending Arabic nunerals and are num
bered consecutively by MOS. The designator for the first duty area under MOS
8621 woul d be 8621.1. X

c. Tasks within a duty area are nunbered consecutively. The first task
under the first duty area of MOS 8621 is nunbered 8621.1.1. The second task
under the third duty area of MOS 8621 is nunbered 8621.3.2, and so forth.

3. |ITS Conponents

a. Task. The task describes what a Marine has to do. It is a clearly
stated, performance oriented action requiring a learned skill. Know edge or
enrichment topics which are required for the perfornance of a specific task
are included in the Adm nistrative Instructions. This type of information may
very well conprise a separate class with its own TLO ELO, but is not a
separat e task.

b. Condition(s). The conditions set forth the real world or wartine
circunstances in which the tasks are to be perfornmed. This elenent of an ITS
underscores "realism in training. Wen resources or safety requirements
limt the conditions, this should be stated. It is inportant to understand
that the conditions set forth in this Order are the mninum and may be
adj ust ed when applicabl e.

c. Standard. A standard is inviolate. It is not guidance, but a very
carefully worded statement which sets the proficiency | evel expected when
the task is performed. The standard shoul d summari ze the performance steps.

d. Performance Steps. There nust be at |east two performance steps for
each task. Perfornmance steps specify actions required to fulfill the
proficiency established by the standard.

e. Reference(s). Reference(s) are doctrinal publications which provide
the authority vested in the performance steps and references. References
shoul d be publications which are readily avail abl e.

f. Admnistrative Instructions. Administrative Instructions provide the
trainer/instructor with special circunstances relating to the |ITS such as
safety, real world limtations, and know edge or enrichnment topics which may
be a prerequisite to successful acconplishment of the ITS.

ENCLOSURE (1)
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| TS MANAGEMENT

1. 1TS Use

a. | TSs are the basis for all individual training in units and fornal
schools. Since ITSs are witten for every MOS they specify every proficiency
Marines are required to achieve as individuals in support of their unit
conmbat mi ssions

b. ITSs provi de neasures of performance that nust be used by unit com
manders to both di agnose individual deficiencies and to eval uate training.
Defici enci es should be recorded and schedul ed on future training plans. |TSs
whi ch are mastered should be recorded in individual training records and
schedul ed for sustainment/refresher training in the future

c. Institution commanders are responsible for providing instruction based
on | TSs. These selected | TSs appear as tasks on item nunber 24 of the Course
Descriptive Data. Using the SAT process, institutional commanders formul ate
programs of instruction (PO) which fulfill the requirenents of the operating
forces.

d. Unit and institution commanders nust work in tandem so that individ-
ual s continue to receive instruction until mandated proficiencies are
achi eved. Individual training cannot and should not cease upon graduation
froma formal school. Schools do not have the resources (people, tine, noney)
to teach every ITS required for MOS proficiency. Unit comanders must recog-
ni ze this and continue individual training. When Marines do achi eve pro-
ficiencies, unit commanders nust systematically record these proficiencies
and establish periodic sustainment training according to the frequency set
forth in enclosure (3).

2. LTS Mai nt enance

a. | TSs exist because of the threat. Changes which occur nust be reflected
in |TSs as a teameffort of the formal schools, the operating forces, and
staff agencies at Headquarters, U's. Marine Corps and at the Marine Corps
Conbat Devel opnent Conmand. Changes in the threat, new weapons/equi pnent
and doctrine will require new or updated training proficiencies.

b. ITSs are validated when they are used by institution and unit com
manders. Changes can be initiated by units, institutions, or higher head-
quarters. In order to ensure quality training, |ITSs nmust be updated con-
tinuously. Input will be systematically collected, staffed, and incorporated
into | TSs at | east annually.

c. ITS users should be critical of the ITSs as a whole as they support or
fail to support a particular MOS.

d. Specific conponents of an I TS should al so be exam ned for realism and
pertinence.

e. | TS Managenent is dynanmic. User nmaintenance is the key to refining
proficiencies which best serve unit m ssions.

ENCLOSURE ( 2)



MCO 1510. 64B
4 Aug 97

| NDEX OF TASKS BY TRAI NI NG LOCATI ON, LEVEL OF TRAI NI NG SUSTAI NMENT,
AND GRADE TO STANDARD

1. This enclosure identifies WHERE | TSs are taught, Training Location; the
Level of Training regarding proficiency, "P" for prelimnary, not to stand-
ard, and "S" for trained to standard; and the | owest grade required to
denonstrate proficiency in each ITS.

2. The Training Location is either Formal School (FS) or MXT.

3. Sustainnent training is always the responsibility of the unit commander.
The number in the MOIT col umm represents the nunber of nonths between eval -
uation or retraining to maintain the proficiency required by the standard.

TASK TASK FS MXT Gade
NUMBER SUST

MOS 8621, SURVEI LLANCE SENSCR OPERATCR

8621.1.1. . . . . . . . . . . . . ... ... ... .. .P S/ 12 SSGT
PROVI DE REMOTE SENSOR SUPPORT TO MAGIF
OPERATI ONS

8621.1.2. . . . . . . . . . . . . . . . . ... ... .P S/'6 CPL
PREPARE A SENSCR SURVEI LLANCE PLAN

8621.1.3. . . . . . . . . . . . . . .. ... ... ... P S/'6 CPL

DETERM NE COMMUNI CATI ON REQUI REMENTS FOR
SENSOR CONTROL AND MANAGEMENT PLATOON (SCAI\/P)

8621.1.4. . . .. S 3 PFC
VR TE JO NT REMOTE SENSOR REPORT/ REQUEST
(JRSR/ R)

8621.1.5. . . . . . ... ..pP g6 cPL
CONDUCT REMOTE SENSOR/ RETRANSM SSI ON  EQUI PMENT
HAND | MPLANT PROCEDURES TRAI NI NG

8621.2.1. . . . . . . . . . . . . . . . . .........s 3 PFC
PREPARE UNATTENDED GROUND SENSORS FOR
EMPLACEVENT

8621. 2. 2. s 3 PFC
HAND EMPLACE UNATTENDED GROUND SENSORS

8621. 2. 3. . s 3 PFC
EMPLOY Al R DELI VERED SENSCRS

8621. 2. 4. S S 6 PFC
ESTABLI SH A SENSCR MONI TORI NG SI TE

8621. 2. 5. L. ... .. s 3 PFC
CONFI GURE THE SENSOR MOBI LE MONI TOR SYSTEM
(SMVB) FOR OPERATI ON

8621. 2. 6. ... .......s 3 PFC
OPERATE ORGANI C TACTI CAL COMMUNI CATI ON RADI O

8621.2. 7. s 12 PFC
ANALYZE UNATTENDED GROUND SENSOR ACTI VATI ON

8621. 2. 8. . .S 2 PFC
RECOVER UNATTENDED GROUND SENSORS

8621.2. 9. oL s 3 PFC
MANUALLY MONI TOR GROUND SENSORS W TH THE
PORTABLE MONI TOR (PM

8621.2.10 . .S 6 PFC
PREPARE RELAYS FOR EMPLACEMENT

8621.2.11 . . .S 12 PFC
HAND EMPLACE RELAYS

8621.2.12 . S .S 12 PFC
RECOVER RELAYS

8621.2. 13 P SI6 CPL
SUPERVI SE PREVENTI VE MAI NTENANCE PROCEDURES

8621.3. 1. o . P 96 LCPL
RECEI VE CLASSI FI ED MATERI AL

8621. 3. 2. .. .. ....P Slé LCPL
PREPARE CLASS| FI ED MATERI AL FOR TRANSFER

8621. 3. 3. P SI6 LCPL
DESTROY CLASSI FI ED WORKI NG MATERI AL/ RESI DUAL

8621. 3. 4. .. P S6 LCPL

DESTROY MAGNETI C MEDI A FOLLOW NG USE ON
CLASSI FI ED SYSTEM
8621.3.5. . . . . . . . . . . . . ... ... ... P S/ 6 LCPL
PERFORM EMERGENCY ACTI ON PROCEDURES RELATED
TO CLASSI FI ED MATERI AL

ENCLOSURE ( 3)
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TASK TASK FS MXT Gade

NUVBER SUST

8621. 3. 6. s/6 CPL
MAI NTAI N A SECONDARY CONTROL PO NT (SCP) FOR
A FMF UNIT I N GARRI SON OR DEPLOYED

8621.3. 7. ... ......P sl12 scr
MAI NTAIN A COVMUNI CATI ONS SECURI TY MATERI AL
SYSTEM ( CMVB) ACCOUNT

8621. 3. 8. s/6 LCPL
CHANGE COMBI NATI ON OF AN APPROVED SECURI TY
CONTAI NER LOCK

8621. 4. 1. e ... ..., ....P sl12 scr
PREPARE A CLASSI FI ED AUTOVATED | NFORMVATI ON
SYSTEM (Al S) FOR EMBARKATI ON

8621. 4. 2. P S/12  SGT
SELECT AN OPERATI NG LOCATI ON FOR A MAJOR
AUTOVATED | NFORMATI ON' SYSTEM (Al S)

8621. 4. 3. ... Pr sl12 crL
MAI NTAI N PHYSI CAL SECURI TY OF AN AUTOMATED
| NFORVATI ON' SYSTEM ( Al S)

8621.4.4. . . . . . oo s 3 LCPL

DETERM NE THE STATUS OF HARDWARE COMPONENTS
FOR AN AUTOVATED | NFORVATI ON SYSTEM (Al S)

8621. 4. 5. 3 LCPL
ACCESS AUTOMATED | NFORMATI ON SYSTEM (Al S)
SOFTWARE USI NG THE WORK STATI ON EXECUTI VE

8621. 4. 6. 3 LCPL
RETRI EVE FROM AN AUTOVATED | NFORMATI ON SYSTEM
(AI'S) FOR DI SPLAY AND ANALYSI S

8621.4.17. s 3 LCPL
PERFORM DATA BASE UPDATES

8621. 4. 8. ... ... s 3 LCPL
ACTI VATE A COMMUNI CATI ONS | NTERFACE TO DRAFT
AND RECEl VE MESSAGE TRAFFI C

8621. 4. 9. ... .s 3 LCPL
PERFORM PREVENTI VE MAI NTENANCE OF AN AUTOMATED
| NFORVATI ON' SYSTEM ( Al S)

8621. 5. 1. s 3 SGT
PERFORM SOFTWARE LOAD ON AN AUTOMATED
| NFORVATI ON' SYSTEM ( Al S)

8621. 5. 2. ... s 3 SGT
PERFORM OPERATI NG SYSTEM (0OS) ADM NI STRATI ON
FOR AN AUTOVATED | NFORVATI ON SYSTEM (Al S)

8621. 5. 3. 3 SGT
PERFORM DATABASE MANAGEMENT FUNCTI ONS ON AN
AUTOVATED | NFORMATI ON' SYSTEM (Al S)

8621. 5. 4. ... s 3 SGT
CONDUCT OPERATI NG SYSTEM COMPUTER SECURI TY
ON AN AUTOVATED | NFORMATI ON SYSTEM (Al S)

8621. 5. 5. 3 SGT
PERFORM TACTI CAL COMMUNI CATI ONS PROCESSOR
(TCP) ADM NI STRATI ON

8621. 5. 6. s 3 SGT
MAI NTAI N SYSTEM FI LES USED W TH DATABASE
QUERY | NTERFACE

8621.5. 7. s 3 SGT

ENCLOSURE ( 3)
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DOES NOT APPLY TO THI S MOS

ENCLOSURE ( 4)
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TRAI NI NG SUPPORT

1. This enclosure identifies training support in four categories for each MOS
or the OCccFld as a whole. Sone of the support itens are identified by tasks,
groups of tasks, or for the entire task list as foll ows:

Appendi x A: Training Devices, Sinmulators, and Training A ds

Appendi x B: Trai ni ng Equi prent

Appendi x C. Ammuni tion, Expl osives, and Pyrotechnics

Appendi x D: Training Materi el
2. If support identified in any appendix is not applicable to this M3, the
appendix will include a statenment to that effect.

ENCLOSURE ( 5)
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TRAI NI NG DEVI CES, SI MJLATORS, AND TRAI NI NG Al DS

Charts

Di agrans

G aphs

Transpar enci es

Vi deocassette recordings

Audi o tape recordi ngs

35mm Sl i des

35mm Fil m strips

16mm Moti on pictures

Sinul ati on Software for Sensor Mbile Mnitor System

Appendix A to
ENCLOSURE (5)
5-A-1
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TRAI NI NG EQUI PMENT
RO 630/ USQ Si gnal Data Recorder (SDR)
AN/ USQ 121 Portabl e Monitor (PM
AN/ GSQ 263 M ni aturized Intrusion Detection System (M DS)
AN GSQ 257 Unattended Ground Sensor Set (UGSS)
* Encoder Transmitter Unit Seismic Intrusion Detector (ETU SID)
* Encoder Transmitter Unit (ETU)
* Seism c Intrusion Detector (SID)
* Magnetic I ntrusion Detector (MAG D)
* Infrared Intrusion Detector (IRID)
* Day/ Ni ght Thernmal |mager (I nager)
RE- 1162/ U Rel ay Assenbly (Rel ay)
AN MSC- 77 Sensor Mbbile Mnitor System (SMVB)

AN GSQ 261 Tactical Renpte Sensor System ( TRSS)
TS-4458/ GSQ  Test Set
* Denote Sensors that are conponents of the AN GSQ 257.

Appendix B to
ENCLOSURE (5)
5-B-1
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AVMMUNI T1 ON, EXPLOSI VES, AND PYROTECHNI CS

DOES NOT APPLY TO THI S OCCFLD

Appendix C to
ENCLOSURE ( 5)
5-C1
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ACP-117, ALLIED ROUTI NG | NDI CATOR BOOK
W TH SUPPLEMENTS 1-6

Al'S OPERATI NG SYSTEM ADM NI STRATOR NMANUAL( S)
Al'S SOFTWARE USER S MANUAL

Al'S STYLE GUI DE
Al'S SYSTEM MANUAL
Al'S SYSTEM OPERATOR S MANUAL

Al'S SYSTEM USER' S MANUAL

APPLI CABLE EMBARKATI ON REGULATI ONS
APPROPRI ATE TECHNI CAL MANUALS

CVB-1, COVMUNI CATI ONS SECURI TY MATERI AL
SYSTEM (CMs) POLI CY AND PROCEDURES MANUAL

COMVAND PROCEDURES FOR CHANG NG OF
COVBI NATI ONS

COVMAND STANDI NG OPERATI NG PROCEDURES ( SOP)
COVMUNI CATI ONS HANDBOOK FOR | NTELLI GENCE
PERSONNEL ( S)

COVMUNI CATI ONS SECURI TY ( COVBEC) EQUI PMENT
OPERATOR S MANUAL

CSP-1, CRYPTOGRAPHI C SECURI TY POLI CY AND
PROCEDURES

DATABASE MANAGEMENT ADM NI STRATOR MANUAL( S)
DEPARTMENT OF DEFENSE (DOD) 5210. ML
DEPARTMENT OF DEFENSE (DOD) 5210. M2

DI RECTOR OF CENTRAL | NTELLI GENCE DI RECTI VE
(DCID) 1/14

DI RECTOR OF CENTRAL | NTELLI GENCE DI RECTI VE
(DAD) 1/7

DOD 5200. 33R, DEFENSE COURI ER SERVI CE
REGULATI ONS

FM 101-5-1, OPERATI ONAL TERVMS AND SYMBOLS
FM 21-26, MAP READI NG AND LAND NAVI GATI ON

FMFM 3-2, M LI TARY SYMBOLS
FMFM 3- 21, MAGTF | NTELLI GENCE OPERATI ONS

FMFM 3- 30, COMMUNI CATI ONS8621. 1. 3

JO NT ARMY NAVY- Al R FORCE PUBLI CATI ON
(JANAP) 128, AUTOVATIC DI A TAL NETWORK
(AUTCDI N) OPERATI NG PROCEDURES

MANUFACTURER' S | NSTRUCTI ONS
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MCO P4790. 2C, M MV5 Fl ELD PROCEDURES NMANUAL
MCWP 2-2. 3, REMOTE SENSOR OPERATI ONS

NTP 3, TELECOMMUNI CATI ONS USER S MANUAL

OPNAVI NST 5239. 1A, DEPARTMENT OF THE NAVY
ADP

OPNAVI NST 5510. 1H, DEPARTMENT OF THE NAVY
| NFORVATI ON AND PERSONNEL SECURI TY PROGRAM

SL 1-2-3, PUBLI CATI ONS STOCKED BY USMC
(1 NDEX)

TM 09632A- 14P/ 1, UNATTENDED GROUND SENSOR
SET (UGSS), AN GSQ 257, OPERATI ON AND

MAI NTENANCE | NSTRUCTI ON W TH PARTS BREAK
DOWN

TM 09656A- 10/ 1, SENSOR MOBI LE MONI TOR SYSTEM 8621.
8621.
8621.
8621.

(SMVB) AN MBC- 77 OPERATI ON | NSTRUCTI ONS

TM 09769A-10/1, PORTABLE MONI TOR, AN USQ
121, OPERATI ON | NSTRUCTI ONS

TM 09784A- 10, RELAY ASSEMBLY, RE-1162/U,
OPERATI ON | NSTRUCTI ONS

TM 09855A- 10, TACTI CAL REMOTE SENSOR SYSTEM
(TRSS) AN GSQ 261

TM 4700- 15/ 1, GROUND EQUI PMENT RECORD
PROCEDURES

Appendi x D to
ENCLOSURE ( 5)
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| NDI VI DUAL TRAI NI NG STANDARDS FOR THE SURVEI LLANCE SENSOR OPERATOR, M LI TARY
OCCUPATI ONAL _SPECI ALTY (MOS)
8621

MOS B621, SURVEI LLANCE SENSOR OPERATOR

DUTY AREA 1 - PLANNI NG AND DI RECTI ONS

TASK 8621.1.1 T o U |
PROVI DE REMOTE SENSOR SUPPORT TO MAGTF
COPERATI ONS

TASK 8621. 1.2 T S T T o B |
PREPARE A SENSCR SURVEI LLANCE PLAN

TASK 8621.1.3 T - L)

DETERM NE COVMUNI CATI ON REQUI REMENTS FOR SENSCR
CONTRCL AND MANAGEMENT PLATQOON ( SCAMP)

TASK 8621.1. 4 6-A-3
WRI TE JO NT REMOTE SENSOR REPORT/ REQJEST (JRSR/ R)

TASK 8621.1.5 6-A-3
CONDUCT REMOTE SENSOR/ RETRANSM SSI ON EQJI PMVENT
HAND | MPLANT PROCEDURES TRAI Nl NG REMOTE SENSOR

OPERATI ONS
DUTY AREA 2 - REMOTE SENSOR OPERATI ONS

TASK 8621.2.1 6-A-4
PREPARE UNATTENDED GROUND SENSORS FOR EMPLACEMENT

TASK 8621. 2. 2 . . . B6-A4
HAND EMPLACE UNATTENDED GROUND SENSORS

TASK 8621. 2. 3 . .. . . B6-A5
EMPLOY Al R DELI VERED SENSOR

TASK 8621.2.4 .. . . . . . . . b-AF6
ESTABLI SH A SENSOR MONI TORI NG SI TE

TASK 8621.2.5 e e e 6-A-7

CONFI GURE THE SENSOR MOBI LE MONI TOR SYSTEM ( SUVB)
FOR OPERATI ON

TASK 8621.2.6 C e e oo B-AB8
OPERATE ORGANI C TACTI CAL COVMUNI CATI ON RADI O

TASK 8621.2.7 . 6-A-8
ANALYZE UNATTENDED GROUND SENSOR ACTI VATI ON

TASK 8621.2.8 . . 6-A9
RECOVER UNATTENDED GROUND SENSORS

TASK 8621.2.9 .. . . . . b6-A9

MANUALLY MONI TOR GROUND SENSORS W TH THE
PORTABLE MONI TOR ( PM)

TASK 8621.2.10 . . . . . . . . 6-A10
PREPARE RELAYS FOR EMPLACEMENT

TASK 8621. 2. 11 . . . . . . . . . 6-A10
HAND EMPLACE RELAYS

TASK 8621. 2. 12 . N LA
RECOVER RELAYS

TASK 8621. 2. 13 C e e e el B-A12

SUPERVI SE PREVENTI VE MAI NTENANCE PROCEDURES

DUTY AREA 3 - SECURI TY PROCEDURES

TASK 8621.3.1 T o L i 74
RECEI VE CLASSI FI ED MATERI AL

TASK 8621. 3. 2 R T T T T o B i
PREPARE CLASSI FI ED MATERI AL FOR TRANSFER

TASK 8621. 3.3 . 6-A-14
DESTROY CLASSI FI ED WORKI NG MATERI AL/ RESI DUAL

TASK 8621. 3. 4 . . 6-A-14

DESTROY MAGNETI C MEDI A FOLLOW NG USE ON
CLASSI FI ED SYSTEM

TASK 8621.3.5 N T T < B U B <)
PERFORM EMERGENCY ACTI ON PROCEDURES RELATED TO
CLASSI FI ED MATERI AL

TASK 8621. 3.6 C e e e e oo oo B-A15
MAI NTAI N A SECONDARY CONTROL PO NT (SCP) FOR A
FMF UNIT I N GARRI SON OR DEPLOYED

TASK 8621. 3.7 e e e e e ... .. ... . . b-A16
MAI NTAI N A COVWUNI CATI ONS SECURI TY MATERI AL
SYSTEM ( CM5) ACCOUNT

TASK 8621. 3.8 T Bt 4
CHANGE COMVBI NATI ON CF AN APPROVED SECURI TY
CONTAI NER LOCK

DUTY AREA 4 - AUTOVATED | NFORVATI ON SYSTEM (Al S) OPERATOR PROCEDURES
TASK 8621.4.1 . . . . . . . . . . . . . . . . . . . . . ... Bb-A18
PREPARE A CLASSI FI ED AUTOVATED | NFORMATI ON
SYSTEM (Al'S) FOR EMBARKATI ON

ENCLOSURE ( 6)
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TASK 8621.4.2 . . . ..o, 6- A 18
SELECT AN OPERATI NG LOCATI ON FOR A MAJOR
AUTOVATED | NFORMATI ON' SYSTEM (Al S)

TASK 8621.4.3 . . . . . 6- A- 19
MAI NTAI N PHYSI CAL SECURI TY OF AN AUTOVATED
| NFORVATI ON SYSTEM (Al S)

TASK 8621.4.4 . . . . . . . ..o .. ... BA20
DETERM NE THE STATUS OF HARDWARE COMPONENTS FOR
AN AUTOVATED | NFORVATI ON SYSTEM (Al S)

TASK 8621.4.5 . . . .o, 6- A- 20
ACCESS AUTOMATED | NFORMATI ON SYSTEM (Al S)
SOFTWARE USI NG THE WORK STATI ON EXECUTI VE

TASK 8621.4.6 . . . . . . oo B-A21
RETRI EVE FROM AN AUTOVATED | NFORMATI ON SYSTEM
(AI'S) FOR DI SPLAY AND ANALYSI S

TASK 8621.4.7 . . . . . oo 6- A-21
PERFORM DATA BASE UPDATES

TASK 8621.4.8 . . . . . oo B-A22
ACTI VATE A COMMUNI CATI ONS | NTERFACE TO DRAFT AND
RECEI VE MESSAGE TRAFFI C

TASK 8621.4.9 . . . . . . . . ... ... . BAZ23
PERFORM PREVENTI VE MAI NTENANCE OF AN AUTOMATED
| NFORVATI ON SYSTEM (Al S)

DUTY AREA 5 - AUTOVATED | NFORMATI ON_ SYSTEM (Al S) ADM NI STRATOR

PROCEDURES

TASK 8621.5.1 . . . . . . . ... ... BAZ23
PERFORM SOFTWARE LOAD ON AN AUTOVATED | NFORVATI ON
SYSTEM (Al S)

TASK 8621.5.2 . . . . . ... B-A24
PERFORM OPERATI NG SYSTEM (0S) ADM NI STRATI ON FOR
AN AUTOVATED | NFORVATI ON SYSTEM (Al S)

TASK 8621.5.3 . . . . oo 6- A- 24
PERFORM DATABASE MANAGEMENT FUNCTI ONS ON AN
AUTOVATED | NFORMATI ON' SYSTEM (Al S)

TASK 8621.5.4 . . . . . . .o, BAZ25
CONDUCT OPERATI NG SYSTEM COMPUTER SECURI TY ON AN
AUTOVATED | NFORMATI ON' SYSTEM (Al S)

TASK 8621.5.5 . . . . . oo ... B-A26
PERFORM TACTI CAL COMMUNI CATI ONS PROCESSOR ( TCP)
ADM NI STRATI ON

TASK 8621.5.6 . . . . . . oo ... B-A26
MAI NTAI N SYSTEM FI LES USED W TH DATABASE QUERY
| NTERFACE

TASK 8621.5.7 6- A- 27

ENCLOSURE ( 6)
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MOS 8621, SURVEI LLANCE SENSOR OPERATOR

DUTY AREA 1 - PLANNI NG AND DI RECTI ONS

TASK: 8621.1.1 PROVIDE REMOTE SENSOR SUPPORT TO MAGIF OPERATI ONS

CONDITION(S): Gven a mission, a Tactical Renmpte Sensor System (TRSS) and
requi renents to enpl oy renote sensors .

STANDARD: Provi de renote sensor support to satisfy Commander’s requirenments.

PERFORVANCE STEPS:

1. Provide support to staff planning process.
Task organi ze Sensor Control and Managenent Pl atoon (SCAMP) el ements.
Det er mi ne support requirenents.

Coordinate liaison with agencies/services/allies as required.

2

3

4

5. Provide briefings as required.

6. Coordinate |liaison to support operations.
7. Provide reports as required.

8

Provi de support to 5-2/Surveillance and Reconnai ssance Center (SARC)
as required.

9. Supervi se SCAMP operati ons.

REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MCWp 2-2.3, Renpte Sensor Operations

ADM N STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 8621.1.2 PREPARE A SENSOR SURVEI LLANCE PLAN
CONDITION(S): Gven the requirement to enploy renpte sensors.

STANDARD: The Sensor Surveillance Plan nust be accurate, conprehensive, and
in the prescribed format.

PERFORVANCE STEPS:

1. Analyze the Intelligence Estimate.
Read and interpret the Force List.
Revi ew t he Concept of Operations.

2
3
4. Review the Collection Planni ng Wrksheet.
5. Conduct a Terrain Study.

6

Sel ect unattended ground sensors and ancillary equi pmrent necessary for
successful conpletion of the m ssion.

7. Prepare terrain profiles.
Appendi x Ato
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8.

Coor di nate sensor frequency allocation with the comrunication
el ectronics officer.

9. Wite the Sensor Surveillance Pl an.
10. Subnit plan to the intelligence officer for review
REFERENCE( S) :
1. FMFM 3-21, MAGIF Intelligence Operations
2. FM 21-26, Map Readi ng and Land Navi gation
3. MCWP 2-2.3, Renpte Sensor Operations
4, FM 101-5-1, Operational Terns and Synbols

ADM NI STRATI VE | NSTRUCTI ONS:

1.

The Sensor Surveillance Plan, when conpleted, will beconme Tab (b) to
Appendi x (11) (Surveillance and Reconnai ssance) to Annex B
(Intelligence) to the Operation O der.

Sensor Qperators nust have a thorough understandi ng of the character-
istics, capabilities, and limtations of unattended ground sensors and
anci |l ary equi prent.

The ability to use a wide variety of mapping, charting, and geodetic
products is fundanental to sensor surveillance planning. A Marine nust
denonstrate proficiency in the following areas prior to instruction or
evaluation of this ITS:

a. Use of the Mlitary Gid Reference Systemto locate a point to
within 10 neters.

b. Use of the Geographic Coordinate Systemto locate a point to within
100 neters.

c. Determination of the elevation of any location on a mlitary nap.

d. Use of the graphics bar scales to determi ne road and straight-Iline
di st ance.

e. Use of the declination diagramto deternine direction.
f. Use of intersections/resections to |ocate points on a nap.
g. Use of photographic media as an aid in conducting terrain analysis.

h. Use of encyclopedic data to conduct terrain anal ysis.

4. Terrain Profiles will be produced manually and with autonmated systens.

TASK: 8621. 1.3 DETERM NE COVMUNI CATI ON REQUI REMENTS FCOR SENSOR CONTROL AND
MANAGEMENT PLATOON ( SCAMP)

CONDITION(S): Gven the requirenent to conmuni cate.

STANDARD: Communi cation requirements are identified and included in Annex K
of the operation order.

PERFORVANCE STEPS:

1.

2
3.
4

Det ermi ne net configuration requirenents.
Det er mi ne conmuni cati on asset availability.
Devel op SCAMP conmuni cation pl an.

Coordinate with G 6/S-6.

Appendi x A to
ENCLOSURE ( 6)
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REFERENCE( S) :
1. FMFM 3-21, MAGIF Intelligence Operations
2. FMFM 3-30, Communi cati ons
3. MCWP 2-2.3, Renpte Sensor Operations

4. Communi cati ons Handbook for Intelligence Personnel (S)

ADM N STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 8621.1.4 WRI TE JO NT REMOTE SENSOR REPORT/ REQUEST (JRSKR/ R)
CONDITION(S): Gven the requirenent to prepare a JRSR/ R

STANDARD: JRSR/ R nust be prepared in an accurate, tinmely, and conprehensive
manner utilizing the prescribed format.

PERFORVANCE STEPS:

1. Determne which kind of JRSR'R is being prepared.
a. Notification report.
b. Inplant report.
c. Support request.
d. Monitoring term nation report.
e. Monitor change report.
f. Renoval report.
2. Assenbl e the appropriate data.

3. Insert the data in the applicable lines and fields of the prescribed
format.

4. Submit the conpleted JRSR'R to supervisor for approval/rel ease.
REFERENCE(S) :

1. FMFM 3-21, MAGIF Intelligence Operations

2. MW 2-2.3, Renpte Sensor Operations
ADM NI STRATI VE | NSTRUCTI ONS: JRSKR/ R Support Requests and | nplant Reports are

frequently witten by supporting/supported units. Sensor Operators nust be
capabl e of instructing such units in the use of these docunents.

TASK: 8621.1.5 CONDUCT REMOTE SENSOR/ RETRANSM SSI ON EQUI PMENT HAND | MPLANT
PROCEDURES TRAI NI NG

CONDITION(S): G ven a non-organic inplant agency, the requirenent to inplant
renote sensors/retransm ssion devices, arid a sensor surveillance plan.

STANDARD: Sensor s/ Retransni ssi on devices are enpl aced per the sensor
surveill ance pl an.

PERFORVANCE STEPS:

1. Prepare the course of instruction.

Appendix A to
ENCLOSURE ( 6)
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2. Conduct the course of instruction.
3. Evaluate the course of instruction.
4. Docunent training conducted.
REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MCWP 2-2.3, Renpte Sensor Operations
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

DUTY AREA 2 - REMOTE SENSOR OPERATI ONS

TASK: 8621.2.1 PREPARE UNATTENDED GROUND SENSORS FOR EMPLACEMENT

CONDITION(S): Gven the nmission to enploy unattended ground sensors in
support of a sensor surveillance plan.

STANDARD: Prior to enploynent, unattended ground sensors will be progranmed
and thoroughly checked for operational serviceability.

PERFORVANCE STEPS:

1. Set the channel nunber and the sensor identification code on the
sensor, as required.

2. Set the End of Life (EOL) switch on the sensor, as required.
3. Set the sensitivity switch on the attached sensor, as required.
4. Assenbl e nmaj or conponents.
5. Operationally check each type of sensor.
REFERENCE( S) :
1. MOWP 2-2.3, Renote Sensor Operations
2. TM 09769A- 10/ 1, Portable Mnitor, ANV USQ 121, Qperation Instructions

3. TM 09656A- 10/ 1, Sensor Mobile Mnitor System (SMVB) AN MsC- 77
OQperation Instructions

4. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

5. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621. 2.2 HAND EMPLACE UNATTENDED GROUND SENSORS

CONDITION(S): Gven the requirenment to hand enpl ace unattended ground
sensors.

STANDARD: Sensors will be inplanted, conceal ed, plotted, and a pace-count
conpl et ed.

Appendi x A to
ENCLOSURE ( 6)
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PERFORVANCE STEPS:

1. Locate inplant sites within sensor string area using |and navigation
procedures.

2. Enpl ace Sensors.

3. Re-verify sensor operability.

4. Conceal the inplant site.

5. Conpl ete the sensor enpl acenent tag.

6. Obtain a pace-count for seismc sensors.

7. Draw an inplant-site sketch nmap.

REFERENCE(S) :

1. FM 21-26, Map Readi ng and Land Navi gation

2. MW 2-2.3, Renpte Sensor Operations

3. TM 09769A- 10/1, Portable Mnitor, AN USQ 121, Operation
I nstructions

4. TM 09656A-10/ 1, Sensor Mbbile Mnitor System (SMVS) AN MSC- 77
OQperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261

ADM NI STRATI VE | NSTRUCTI ONS:

1.

Though hand enpl acenent will nornmally be conducted by agenci es ot her
than the Sensor Control and Managenent Pl atoon (SCAMP), sensor oper-
ators nust be capable of instructing and denonstrating proper inplant
t echni ques.

Laced Navi gation procedures include nap and conpass, and el ectronic
navi gati onal devices.

TASK: 8621.2.3 EMPLOY Al R DELI VERED SENSCR

CONDITION(S): Gven the requirenment to air enplace air delivered sensor.

STANDARD: Sensors will be enplaced within sensor detection range and
accurately plotted.

PERFORVANCE STEPS:

1.
2.
3.

Bri ef supporting aircrew personnel, and ground support personnel.
Ensure that sensors are |oaded in the proper sequence.
On rotary-wing aircraft:
a. Conduct pre-mssion brief.
b. Perform aerial navigation.
c. Assist flight personnel in |locating drop sites.
d. Performthe duties of "sighter".
e. Performthe duties of "dropper".
f. Performduties of observer/recorder.
Appendix A to
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g. Performthe duties of "feeder".
h. Attend post flight debrief.
4, On fixed-wing aircraft:
a. Assist ordnance personnel in |oading/testing sensors.
b. Debrief flight personnel.
REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MCWP 2-2.3, Renpte Sensor Operations
3. TM 09769A-10/1, Portable Mnitor, ANV USQ 121, Qperation Instructions
4

TM 09656A- 10/ 1, Sensor Mbbile Mnitor System (SMVB) AN MSC- 77
OQperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
7. FMFM 3-21, MAGTF Intelligence Qperations

ADM NI STRATI VE | NSTRUCTI ONS: See task 8621.2.1 to prepare unattended ground
ground sensors for enpl acenent.

TASK: 8621.2.4 ESTABLI SH A SENSCR MONI TCRI NG SI TE

CONDITION(S): Gven the requirenent to establish a | and-based or shipboard
sensor nonitoring site.

STANDARD: Sensor nonitoring sites provide timely, accurate, and conprehensive
nonitoring of sensor activation

PERFORVANCE STEPS:

1. Select site |ocation.
2. Assenbl e sensor nonitoring equiprment.
3. Provide power to the nonitoring equi pnent.
4. Program sensor nonitoring equipnent.
5. Establish conmunications link with the supported unit.
REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MCWP 2-2.3, Renpte Sensor Operations
3. TM 09769A-10/1, Portable Mnitor, AN USQ 121, Qperation Instructions
4

TM 09656A-10/ 1, Sensor Mbbile Mnitor System (SMVB) AN MSC- 77
OQperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
7. FMFM 3-21, MAGTF Intelligence Qperations
Appendi x A to
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8. Communi cati ons Handbook for Intelligence Personnel (S)
9. FMFM 3-30, Communi cati ons
ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance steps 2 through 4 denmand a thorough know edge of sensor
uni que nonitors, autonmated recording devices, and antenna systens.

2. Performance step 5 inplies an understandi ng of basic conmunications
procedures over both secure and uncovered nets.

3. Performance step 3 requires generator operator training.

TASK: 8621.2.5 CONFI GURE THE SENSOR MBI LE MONI TOR SYSTEM ( SMVS) FOR
OPERATI ON

CONDITION(S): Gven an SMVS and the requirenents to conduct nonitoring
oper ati ons.

STANDARD: System operates per the references.
PERFORVANCE STEPS:

1. Properly ground system
Utilize external ports.
Pre-op check procedures.

Connect power source.

2

3

4

5. Setup power source.
6. Setup antennas.

7. Preform SMVS power up procedures.

8. Operate Environnmental Control Unit (ECU).

9. Configure conmmuni cation/ data equi prment.

10. Uilize Tactical Renote Sensor System (TRSS) software.

11. Uilize troubl eshooting procedures

12. Preform SMVS power down procedures.

REFERENCE(S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MW, 2-2.3, Renpte Sensor Operations
3. TM 09769A-10/1, Portable Mnitor, AN USQ 121, Cperation Instructions
4. TM 09656A-10/1, Sensor Mbbile Mnitor System (SMVS) AN MSC- 77

Qperation Instructions
5. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
6. FMFM 3-21, MAGTF Intelligence Qperations
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

Appendix Ato
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TASK: 8621. 2.6 OPERATE ORGANI C TACTI CAL COVMUNI CATI ON RADI O

CONDITION(S): Gven organic tactical comunication radios.
STANDARD: Tactical radi o comunication are established.

PERFORVANCE STEPS:

1. Configure radios for operation.
2. Ensure proper tuning information is installed correctly.
3. Ensure crypto fill is installed correctly.
4. Conduct conmuni cation check.
5. Uilize proper radio procedures.
6. Conduct proper nmaintenance.
REFERENCE( S) :
1. Appropriate Technical Mnual s
2. FMFM 3-30, Communi cati ons
3. MCWP 2-2.3, Renpte Sensor Operations

ADM NI STRATI VE | NSTRUCTI ONS: Current TRSS radi os i ncludes, SINCGARS, HARRI S
5000, AN PRC -1045, AN PRC 231A, AN PRC 199A

TASK: 8621.2.7 ANALYZE UNATTENDED GROUND SENSOR ACTI VATI ON

CONDITION(S): Gven the requirenent to anal yze unattended ground sensor
activation.

STANDARD: Anal ysis will be conducted and properly recorded/reported in a
timely, accurate, and conprehensi ve nanner.

PERFORVANCE STEPS:

1. Identify sensor activation pattern.
2. Use the "l og-sheet" nethod for target determnation.
3. Conpl ete mat hemati cal conputations using the "sensor fornula".
4, Submt sensor report.
5. Maintain a journal.
REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MCWP 2-2.3, Renpte Sensor Operations
3. TM 09769A-10/1, Portable Mnitor, AN USQ 121, Qperation Instructions
4

TM 09656A-10/ 1, Sensor Mbbile Mnitor System (SMVB) AN MSC- 77
OQperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
Appendi x A to
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7. FMFM 3-21, MAGTF Intelligence Qperations
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.2.8 RECOVER UNATTENDED GROUND SENSORS
CONDITION(S): Gven the requirement to recover unattended ground sensors.
STANDARD: Unattended ground sensors are recovered.

PERFORVANCE STEPS:

1. Use a sketch map to aid in location of the inplant site.
2. Renove the sensor fromthe inplant site.
3. Disassenble the sensor for transport.
4. Perform post operation checks.
5. Perform preventive mai ntenance.
REFERENCE(S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MW, 2-2.3, Renpte Sensor Operations
3. TM 09769A-10/1, Portable Mnitor, AN USQ 121, Cperation Instructions
4

TM 09656A- 10/ 1, Sensor Mbbile Mnitor System (SMVB) AN MSC- 77
Qperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Oper ation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
7. FMF2M 3-21, MAGTF Intelligence Operations
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.2.9 MANUALLY MONI TOR GROUND SENSORS W TH THE PORTABLE MONI TOR (PM

CONDITION(S): Gven a PMand the requirenent to nonitor sensor equi prment.
STANDARD: Accurately anal yze activation of sensor equipnent with the PM

PERFORVANCE STEPS:

1. Perform pre-operational check(s) with the PM
2. Ensure the PMis set to the appropriate channel.

3. Analyze the identification code, nessage, and direction to accurately
report sensor activation.

4. Perform post operation mai ntenance for the PM
REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
Appendix A to
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2. MCWP 2-2.3, Renpte Sensor Operations
3. TM 09769A- 10/ 1, Portable Mnitor, ANV USQ 121, Qperation Instructions

4., TM 09656A-10/ 1, Sensor Mbbile Mnitor System (SMVS) AN MSC- 77
Qperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
7. FMFM 3-21, MAGTF Intelligence Qperations
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621. 2. 10 PREPARE RELAYS FOR EMPLACEMENT

CONDITION(S): Gven the requirement to enploy relays in support of a sensor
surveillance pl an.

STANDARD: Rel ays will be programmed and t horoughly checked for operational
serviceability.

PERFORVANCE STEPS:

1. Assenbl e mmjor conponents.

2. Ensure the proper tuning information is |oaded successfully on the
rel ay.

3. Verify relay operation.
REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MCWP 2-2.3, Renpte Sensor Operations
3. TM 09769A-10/1, Portable Mnitor, ANV USQ 121, Qperation Instructions
4

TM 09656A- 10/ 1, Sensor Mbbile Mnitor System (SMVB) AN MSC- 77
OQperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10 Tacti cal Renpte Sensor System (TRSS) AN GSQ 261
7. FMFM 3-21, MAGTF Intelligence Qperations
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.2.11 HAND EMPLACE RELAYS

CONDITION(S): Gven the requirenent to hand enpl ace rel ays.
STANDARD: Rel ays are, inplanted, conceal ed, and plotted.
PERFORMANCE STEPS:

1. Locate optinumrelay sites using | and navi gation procedures.
2. Enpl ace rel ays.
3. Reverify operability.

Appendi x A to
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4. Conceal the inplant site.
5. Draw an inplant-site sketch nmap.
REFERENCE( S) :
1. FM 21-26, Map Readi ng and Land Navi gation
2. MCWP 2-2.3, Renpte Sensor Operations
3. TM 09769A- 10/ 1, Portable Mnitor, ANV USQ 121, Qperation Instructions
4

TM 09656A-10/ 1, Sensor Mbbile Mnitor System (SMVB) AN MSC- 77
Qperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Qperation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261
7. FMFM 3-21, MAGTF Intelligence Qperations
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.2.12 RECOVER RELAYS

CONDITION(S): Gven the requirenent to recover rel ays.
STANDARD: Rel ays are recovered.

PERFORMANCE STEPS:

1. Use a sketch map to aid in location of the inplant site.
2. Renove the relay fromthe inplant site.
3. Disassenble the relay for transport.
4. Perform post operation checks.
5. Perform preventive maintenance.
REFERENCE(S) :
1. FM 21-26, Map Readi ng and Land Navi gati on
2. MW 2-2.3, Renpte Sensor Operations
3. TM 09769A- 10/ 1, Portable Mnitor, AN USQ 121, Cperation Instructions
4

TM 09656A- 10/ 1, Sensor Mbile Mnitor System (SMVB) AN MSC- 77
Qperation Instructions

5. TM 09632A- 14P/ 1, Unattended G ound Sensor Set (UGSS), AN GSQ 257,
Operation and Mai ntenance Instruction with Parts Break Down

6. TM 09855A- 10, Tactical Renote Sensor System (TRSS) AN GSQ 261

7. FMFM 3-21, MAGTF Intelligence Qperations

8. TM 09784A- 10, Relay Assenbly, RE-1162/U, Operation Instructions
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)
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TASK: 8621. 2. 13 SUPERVI SE PREVENTI VE MAI NTENANCE PROCEDURES
CONDITION(S): G ven equi pnent requiring preventive maintenance.

STANDARD: Preventive naintenance i s conducted per the references.

PERFORVANCE STEPS:

1. Supervise adherence to all safety procedures.

2. Supervise adherence to all Hazardous Material (HAZMAT) handling
procedures.

3. Supervise first echel on equi pnent mai nt enance.
4. Ensure proper SL 1-2-3 inventory is conducted.
5. Ensure operational checks are conducted.
6. Conpl ete equi pnent records.
7. Report discrepancies.
8. Initiate required Marine Corps |ntegrated Mii ntenance Management
System (M MVS) docunent ati on.
REFERENCE( S) :

1. MOWP 2-2.3, Renote Sensor Operations
2. MCO P4790.2C, M MVB Field Procedures Manual
3. TM 4700-15/1, G ound Equi pnent Record Procedures
4, SL 1-2-3, Publications Stocked by USMC (I ndex)
5. Appropriate Technical Manuals
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

DUTY AREA 3 - SECURI TY PROCEDURES

TASK: 8621.3.1 RECEI VE CLASSI FI ED MATERI AL

CONDITION(S): Gven classified material, classified material receipt |og
book, and apropriate references.

STANDARD: Cl assified material is received and docunented per the references.

PERFORVANCE STEPS:

1. Sign receipt card.

2. Mail card back to originator.

3. Conplete entry in | og book to include:
a. Date.
b. Cassification.
c. Subject.
d. Oiginator.

Appendi x A to
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e. Storage | ocation.
f. Control nunber.
REFERENCE( S) :
1. DOD 5200. 33R, Defense Courier Service Regul ations

2. OPNAVI NST 5510. 1H, Departnent of the Navy Informati on and Personnel
Security Program

ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621. 3.2 PREPARE CLASSI FI ED MATERI AL FOR TRANSFER

CONDITION(S): Gven classified naterial to be transferred, packaging
materials, classification stanps, classified material transfer forns,

OPNAVI NST 5510. 1H, Departnent of the Navy Information and Personnel Security
Pr ogram

STANDARD: Cl assified nmaterial are prepared for transfer, per the references.

PERFORVANCE STEPS:

1. Conplete classified materials transfer formns.
2. Prepare classified materials for hand carried transfer.
a. Prepare wap materials:

(1) Prepare inner wrapper including classification of material,
return address, and classification stanp.

(2) Prepare outer wrapper.
b. Prepare carrying materials:
(1) On base transfer of naterials.

(2) Of base transfer of materials (ensure individual has courier
card or courier letter).

(3) Prepare classified materials for mailing transfer per U.S.
Signals Intelligence Directive (USSID) 503.

(4) Release materials to courier for delivery.
3. Ensure nmaterials have been received by return of receipt card.

REFERENCE( S) :

1. OPNAVI NST 5510. 1H, Departnment of the Navy Informati on and Personnel
Security Program

DOD 5200. 33R, Defense Courier Service Regul ations
Director of Central Intelligence Directive (DCID) 1/7

Director of Central Intelligence Directive (DCID) 1/14

o LD

Departnent of Defense (DoD) 5210. M2
6. Departnent of Defense (DoD) 5210. ML
ADM NI STRATI VE | NSTRUCTI ONS:  ( NONE)
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TASK: 8621. 3.3 DESTROY CLASSI FI ED WORKI NG MATERI AL/ RESI DUAL
CONDITION(S): Gven outdated classified working material/residual, classified

material destruction reports, a nethod of destruction, and OPNAVI NST 5510. 1H,
Departrment of the Navy Informati on and Personnel Security Program

STANDARD: Cl assified naterial/residual is destroyed in such a manner that no
part is recoverable and classified material destruction is docunented in
| ogs per the reference.

PERFORVANCE STEPS:

1. Receive authorization for destruction of classified materials:

2. Conplete classified material destruction report including the follow
ing informati on per OPNAVI NST 5510. 1H:

a. Title.

b. Control numnber.
c. Oiginator.

d. Copy nunber.

3. Ensure information in classified material report is accurate.

4. Verify destruction authorization of materials before actual
destruction.

5. Destroy materials.

6. Provide Security Manager with report.

7. File copy of report.

8. Delete destroyed materials from publications inventory.

REFERENCE( S) : OPNAVI NST 5510. 1H, Departnent of the Navy Information and
Per sonnel Security Program

ADM NI STRATI VE | NSTRUCTI ONS:

1. Actual destruction of docunents may be sinul ated.

2. This task will be acconplished in the presence of a w tness.

TASK: 8621. 3.4 DESTROY MAGNETI C MEDI A FOLLOW NG USE ON CLASSI FI ED SYSTEM

CONDITION(S): Gven classified nagnetic nedia, approval to destroy infor-
mati on on nmedi a and necessary materials, and the appropriate references.

STANDARD: Magnetic nedia is destroyed per the references.
PERFORVANCE STEPS:

1. Verify destruction list.
Uses degausser certified to degauss nedia (if applicable).
Uses aut hori zed software prograns to classify media (if applicable).

2

3

4. Renove cl assification markings.

5. Annotate label with certification information.
6

Conpl et e destruction record.
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REFERENCE( S

1. OPNAVI NST 5510. 1H, Departnment of the Navy Informati on and Personnel
Security Program

2. OPNAVI NST 5239. 1A, Departnent of the Navy ADP
ADM NI STRATI VE I NSTRUCTIONS: | f magnetic nedia and/or ability to destroy

information is not avail abl e, description of destruction procedures will
suffice.

TASK: 8622. 3.5 PERFORM EMERGENCY ACTI ON PROCEDURES RELATED TO CLASSI FI ED
MATERI AL

CONDITION(S): Gven classified material, an Emergency Action Plan (EAP), an
emergency situation, emergency destruction materials, and |ocal Standing
Operating Procedure (SOP).

STANDARD: EAP are preforned per the EAP, |ocal SOP, and references.

PERFORVANCE STEPS:

1. Destroy classified materials,

2. Ensure destruction reports are submitted to the Security Manager.

3. Ensure salvaged materials are moved to secure |ocation.
REFERENCE( S) :

1. OPNAVI NST 5510. 1H, Department of the Navy Informati on and Personnel
Security Program

2. CSP-1, Cryptographic Security Policy and Procedures

ADM NI STRATI VE | NSTRUCTI ONS: An energency condition may be sinulated for
trai ni ng purposes.

TASK: 8621.3.6 MAINTAIN A SECONDARY CONTROL PO NT (SCP) FOR A FMF UNIT IN
GARRI SON OR DEPLOYED

CONDITION(S): G ven applicable references, material to be controlled, mnethod
of recording inventory and transactions and appropriate area for conducting
SCP duti es.

STANDARD: SCP i s operated per the references.

PERFORVANCE STEPS:

1. Maintain an inventory of materials held in the SCP.

2. Maintain records of materials currently checked out of the SCP.
3. Maintain docunmentation on material no |onger held by SCP.

a. Material transferred to other commands.

b. Destruction records.

Enforce sign in/out procedures for access to the SCP.

Receive classified material from other commands.

Control classified material generated within the comrand.

Prepare classified material for shipnent.

© N o o b

Conduct | ocal destruction of classified materials.

Appendix A to
ENCLOSURE ( 6)
6- A- 15



MCO 1510. 64B
4 Aug 97

REFERENCE( S) :

1. OPNAVI NST 5510. 1H, Departnment of the Navy Informati on and Personnel
Security Program

2. Command Standi ng Operating Procedures (SOP)
ADM NI STRATI VE | NSTRUCTI ONS:

1. Performance of sonme steps will require assistance to maintain Two
Person Integrity (TPlI)/w tness standards.

2. Tack focuses on conduct of classified material control in the
collateral (GENSER) environment.

TASK: 8621.3.7 MAINTAIN A COVWWUN CATI ONS SECURI TY MATERI AL SYSTEM ( CVB)
ACCOUNT

CONDITION(S): G ven an approved storage container, necessary references,
Conmmuni cation Security (COVSEC) hardware, keying material and required forns.

STANDARD: Duties as a COVBEC Local Holder or CMB Responsible User are
preformed per the references.

PERFORVANCE STEPS:

1. Maintain coordination with CMS Custodi an.

2. Maintain sufficient nunber of personnel appointed as CM5 Local Hol der/
Responsi bl e User.

Define Two Person Integrity (TPI).

Change COVBEC safe conbi nation.

Conduct inventory of COVSBEC nateri al .

Select fill Device(s) required for initialization of equi pment.
Determ ne crypto period applicable for a given COVMSEC item

Performinitialization of cryptographic equipnent.

© © N o o b~ W

COVBEC material pick-up from CVB Custodi an/ Local Hol der.
10. Conduct destruction of superseded COVSEC naterial .
11. Prepare COVSEC nmaterial for transfer.
12. Subnit requests for COVSEC material to the CVMS Custodi an.
13. Notify CMS Custodian of any security violations i mediately.
REFERENCE( S) :

1. Gvs-1, Communications Security Material System (CMs) Policy and
Procedur es Manual

2. OPNAVI NST 5510. 1H, Departnent of the Navy |Information and Personnel
Security Program

ADM NI STRATI VE | NSTRUCTI ONS:

1. Individual nust be appointed in witing as a CMS Responsi bl e User,
Local Hol der or Custodian, prior to access to COVSEC naterial .

2. At least one additional CM5 User will be required to acconplish those
steps requiring Two Person Integrity (TPI).

3. CMS Custodians will normally conduct training which will satisfy the
majority of this task.
Appendi x A to
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8621. 3.8 CHANGE COMVBI NATI ON OF AN APPROVED SECURI TY CONTAI NER LOCK

CONDI TION: G ven an approved security |ock, manufactures instructions,
appropriate security regul ations and necessary materials for changing
the comnbi nati on.

STANDARD:. Lock functions with new conbi nation.

PERFORVANCE STEPS:

1. Review instructions concerning conbinati on changes.

a. Applicable security regulations for material which lock is
intended to protect.

b. Manufacture's instructions for |ock being changed.
c. Command procedures

2. Prepare lock for setting or new comnbination.

3. Set the new conbination.

4. Verify operation of the |ock.

5. Docunent the conbination change using SF700 Security Contai ner
Conbi nati on Form (or authorized substitute.

6. Turn in conbination for per l|ocal procedures.

7. Notify personnel authorized access to container of the change.

REFERENCE:

1. OPNAVI NST 5510. 1H. Departnent of the Navy Infornmation and
Per sonnel Security Program

2. CMs-1. Communi cation Security Material System (CMBS) Policy and
Procedures Manual

3. Command procedures for changing of conbinations

4. Manufacture’s instructions

ADM NI STRATI VE | NSTRUCTI ONS:

1.

This task to be nonitored by qualified individual to prevent
| ockout/damage to a | ock mechani sm

Task shoul d be performed for each type of lock in use by the conmand
whi ch the individual nmay be required to change.

Procedures for docunenting and storing conbinati on change vary by
conmand, refer to | ocal procedures.

Appendix A to
ENCLOSURE ( 6)
6- A- 17



MCO 1510. 64B
4 Aug 97

DUTY AREA 4 AUTOVATED | NFORVATI ON SYSTEM (Al S) OPERATOR PROCEDURES

TASK: 8621.4.1 PREPARE A CLASSI FI ED AUTOVATED | NFORVATI ON SYSTEM (Al'S)
FOR EMBARKATI ON

CONDI TION: G ven an Autonmated Information System (AlS), all associated
Al'S materials, destination, mission, enbarkation reference and personnel
to assist.

STANDARD: AI'S and supplies are packaged and enbarked per the reference.

PERFORVANCE STEPS:

1. Adhers to safety regulations at all tines.
2 Inventory supplies.
3 Inventory classified material.
4. Perform system back-up.
5 Attach shi pping covers.
a. To equipnent inside a shelter (if applicable).

b. To equiprent transit cases (if applicable).

6. Secure itens inside shipping container.
7. Coordinate with enbarkation section.
8. Arrange for classified material ascort.
9. Monitor novenent of system

REFERENCE( S) :

1. AI'S System Manual

2.  OPNAVI NST 5510.1H. Departnent of the Navy Information and Personnel
Security Program

3. OCMs-1. Conmmuni cation Security Material System (CMBS) Policy and
Procedur es Manual

4. Applicabl e enbarkation regul ations
5. Command Standing Operating Procedures (SOP)
ADM NI STRATI VE | NSTRUCTIONS: Size of the AI'S and safety considerations

will determine the need for and type of personnel (I.E naintenance
technician) to assist the individual.

TASK: 8621.4.2 SELECT AN OPERATI NG LOCATI ON FOR A MAJOR AUTOVATED
| NFORVATI ONS SYSTEM (Al S)

CONDITION(S): G ven prine nover availability, description of avail able
| ocations, power sources, AlS m ssion.

STANDARD:  Sel ected site supports Al'S operations.
PERFORVANCE STEPS:

1. Locate area sufficient in size for safe operation of AS.
2. Consider power requirements for AlS.
3. Consider accessibility to |ocation.
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4. Evaluate Al'S physical security requirenents.

5. Coordinate with the S-4 for support.
REFERENCE( S) :

1. AI'S System Manual

2. Command standi ng Operating Procedures (SOP)

ADM N STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 8621.4.3 MAINTAI N PHYSI CAL SECURI TY OF AN AUTOVATED | NFORMATI ON SYSTEM
(AI'S)

CONDITION(S): G ven applicable security references, conponents of an Auto-
mat ed | nformati on System (Al'S) including magnetic media and docunent ati on,
and designated area or container(s) for storage/operation of the AlS.

STANDARD: C assified conponents and nmaterials are safeguarded per the
r ef erences.

PERFORVANCE STEPS:

1. Review security regul ations pertaining to the physical security
requi renents which pertain to the Al S

2. Recommend options for naintaining physical security.
a. Access requirenents for the operation of the system
b. Storage requirenents for the system nedia and docunentati on.
c. Containers/areas available for storage/operation of the Al S

3. Update Standi ng Operating Procedures (SOP) regardi ng physical security
of the AIS.

4. Verify AI'S conponents are marked to reflected the highest class-
ification of data which can be processed/stored.

5. Enforce use of access controls.

6. Verify control of classified naterials generated fromthe AISis
conduct ed by users.

7. Conduct inventory of AlI'S conponents (as required).
8. Notify security manager in the event of security violation.

9. Verify use of SF 702 Security Container Checklist Sheet (or authorized
substitute).

REFERENCE( S) :

1. OPNAVI NST 5510. 1H, Departnment of the Navy Informati on and Personnel
Security Program

2. OPNAVI NST 5239. 1A, Departnent of the Navy ADP

3. CM5-1, Comunications Security Material System (CMS) Policy and
Procedures Manual

4., Command Standing Operating Procedures (SOP)
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)
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TASK: 8621.4.4 DETERM NE THE STATUS OF HARDWARE COVPONENTS FOR AN AUTQOVATED
| NFORMATI ON SYSTEM (Al'S)

CONDITION(S): Gven an operational Al'S, necessary materials and wi thout the
aid of reference.

STANDARD: Hardware problens are identified and docunented.
PERFORMANCE STEPS:

1. Performlogin.
Activate diagnostics application/utility provided with software.
Conduct tests of hardware.

Document results of testing.

2
3
4
5. Notify naintenance technician in the event of failure(s).
6. Report overall system status
7. Exit diagnostics program
8. Logout.
REFERENCE( S) :

1. AIS System Operator’s Manual

2. AIS Software User’s Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Operational AlIS consists of all hardware, software | oaded and system
ready for user |ogin.

2. Individual may have to performtests on nultiple ternmnals to obtain
an overall system status.

3. Individual is only required to use diagnostics software avail abl e at
the operator |evel.

TASK: 8621.4.5 ACCESS AUTOVATED | NFORVATI ON SYSTEM (Al'S) SOFTWARE USI NG THE
WORK STATI ON EXECUTI VE

CONDITION(S): Gven an operational Al'S, necessary materials and without the
aid of reference.

STANDARD: Application and utilities are accessed utilizing the work station
executive, X wi ndows features, nouse, and keyboard.

PERFORVANCE STEPS:

1. Performl ogin.
Describe the purpose of the work station executive.
I dentify those options available for tailoring of work environnent.

Explain the features of the Gaphic User Interface (GUJ).

2
3
4
5. Activate the appropriate application for an assigned task.
6. Activate the appropriate utility programfor an assigned task.
7. Denonstrate the proper exit process for applications.

8

Exit the work station executive.
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REFERENCE(S) :
1. AIS Software User’s Manual
2. AIS System Operator’s Mnual
3. AIS Style Cuide
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.4.6 RETRI EVE FROM AN AUTOVATED | NFORVATI ON SYSTEM (Al S) FOR
DI SPLAY AND ANALYSI S

CONDI TIONS: Wth the aid of on-line reference, given an operational AlS,
necessary nmaterials and Request for Information (RFI).

STANDARD: RFl is satisfied in an accurate and tinely nanner.

PERFORVANCE STEPS:

1. Review the RFI.
| dentify database(s) to be used.
Create geographical filters for |ocated data.

Configure features of mapping display.

2

3

4

5. User AIS query tools to retrieve data.

6. User AIS query tools to obtain data based on previous retrieval.
7. Create query(ies) for use in subsequent operations.

8

Create query(ies) for execution when application is activated during
subsequent sessions (if applicable).

9. Notify database adm nistrator of query specifications not supportable
by AIS interface.

10. Organize data retrieved as an aid to anal ysis.

11. Save data as required to support product generation.
REFERENCE( S) :

1. AIS Software Users Manual

2. AIS System Operator’s Manual
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621. 4. 7 PERFORM DATA BASE UPDATES

CONDITION(S): G ven an operational Automated |Information System (AlS),
tactical intelligence analysis data, nmessage updates for baseline databases.

STANDARD: Dat abase is updated with nost current infornation.
PERFORMANCE STEPS:

1. Determne data which qualifies for use as an update.
2. ldentify data base which updates apply to.
Appendix A to
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3. Determine software interface that supports update.
Resol ve anbi guous updat es.

I nsert new records.

Edit existing records.

Del ete records.

Verify changes.

© © N o o &

Annotate information used for updates.

10. Propagate changes to applicabl e systemtables.

11. Notify system adm ni strator when database backups are needed.
REFERENCE(S): Al'S Software User’s Manual
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.4.8 ACTI VATE A COVMMUNI CATI ONS | NTERFACE TO DRAFT AND RECEI VE
MESSAGE TRAFFI C

CONDITION(S): G ven an operational Automated |nformation System (AlS) with
record nessage traffic capabilities, designated nessage fornat and nmessage
traffic

STANDARD: Connection to the comruni cations software is established to review
nessage traffic, extract pertinent data and draft a new nessage.

PERFORVANCE STEPS:

1. Identify nessage requirenments to communi cati ons adm nistrator.
Establish a user interface with the comunications software.
Configure nessage tenplate(s) (if applicable).

Revi ew recei ved nessage traffic.

2
3
4
5. Save nessages requiring further review
6. Draft designated nessage.
7. Verify Plain Language Address (PLA) of recipients.
8. Assign precedence appropriate to content of nessage.
9. Submit nessage for review by rel easer.
REFERENCE( S) :
1. AIS Software User’s Manual
2. User’s Handbook for Message Text Formats (JUH MIF)

3. Joint Arnmy-Navy-Air Force Publication (JANAP) 129, Autonatic Digital
Net wor k (AUTODI N) Operating Procedures

4, NTP 3, Tel ecommuni cations User’s Manual
5. ACP-117, Allied Routing Indicator Book with Supplements 1-6
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)
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TASK: 8621.4.9 PERFORM PREVENTI VE MAI NTENANCE OF AN AUTOVATED | NFORVATI ON
SYSTEM (Al S)

CONDITION(S): Gven an Al'S, necessary materials and preventive nmintenance
schedul e.

STANDARD: Al S preventive nmai ntenance is perfornmed per the naintenance
schedul e.

PERFORVANCE STEPS:

1. Inspect exposed surfaces of conputer for excessive wear/danmage.
Noti fy nmai ntenance technician of danmmge.

Cl ean nonitor screen.

2
3
4. Renove foreign material fromsystem surfaces.
5. dean filters.
6. Cean drive unit heads.
7. Vacuum inside of conmputer racks (if applicable).
REFERENCE( S) :

1. AI'S System Manual

2. AIS System Operator’s Manual

ADM NI STRATI VE | NSTRUCTI ONS: Performance steps not al ways conducted each PM
period but will be for the sake of eval uati on.

DUTY AREA 5 - AUTQVATED | NFORVATI ON SYSTRM (AI'S) ADM NI STRATOR PROCEDURES

TASK: 8621.5.1 PERFORM SOFTWARE LOAD ON AN AUTOVATED | NFORVATI ON SYSTEM (Al S)

CONDITION(S): Gven an AI'S, operating systemsoftware, application software,
Al'S Software User’'s Manual .

STANDARD: Software is | oaded per the references.
PERFORMANCE STEPS
1. Insert page changes to installation instructions when received.
Revi ew instal | ati on instructions.
Prepare di sks for software | oading.

Load Operating System (OS) software.

2
3
4
5. Load application software.
6. Verify operation of software components.
7. Perform hardware diagnostics (if applicable).
8. Load mapping data (if applicable).
9. Load database data (if applicable).
10. Validate software rel ease using Version Description Document.
Appendix Ato
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REFERENCE(S): AlIS Software User’s Manual
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8622.5.2 PERFORM OPERATI NG SYSTEM (OS) ADM NI STRATI ON FOR AN AUTOVATED
| NFORVATI ON SYSTEM (Al S)

CONDITION(S): Gven an operational Al'S, necessary materials and references.
STANDARD: Al S operating systemis adninistered per the references.

PERFORVANCE STEPS:

1. Monitor systemfiles for errors.

2. Investigate problens reported by users.
a. Attenpt to resolve.
b. Identify alternative nmeans for user to acconplish task(s).
c. Docunent problem

3. Manage di sk space usage on the system

4. Conduct system backups as required.

5. Provide recommendati ons for configurati on change when hardware failure
i s encountered.

6. Assist users in tailoring their operating environment (if applicable).
7. Configure network related files for connection to other systens.
REFERENCE(S) :
1. AIS Software User’s Manual
2. AIS Operating System Admi ni strator Mnual (s)
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.5.3 PERFORM DATABASE NMANAGEMENT FUNCTI ONS ON AN AUTOVATED
| NFORMATI ON SYSTEM (Al'S)

CONDITION(S): Gven an operational Al'S, baseline and tactical database
records and necessary naterials.

STANDARD: Al S Dat abase are managed per the references.
PERFORMANCE STEPS:

1. Verify operation of the database nmanagenent systemfollow ng a
sof tware | oad.

2. ldentify software installation steps which can be used to recover an
i noper abl e dat abase.

3. Describe database(s) and their sources.
4. Load basel i ne dat abase records.

5. Execute database utilities to correct data | oad, update systemtables
or enhance query performance.

6. Maintain systemtabl es which support query tools and applications.
7. Denonstrate use of Structured Query Language (SQ.) to view, update and
del ete records and to execute database managenent system functions.
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8. Perform user nmanagenent tasks.

9. Manage dat abase storage space.

10. Keep users infornmed of data avail able on system

11. Assist users authorized to perform database updates.

12. Notify database sources of requirenents change.
REFERENCE( S) :

1. AIS Software User’s Manual

2. AIS System Operator’s Manual

3. Dat abase Managenent Adni nistrator Manual (s)

ADM N STRATI VE | NSTRUCTI ONS:  ( NONE)

TASK: 8621.5.4 CONDUCT OPERATI NG SYSTEM COVPUTER SECURI TY ON AN AUTOVATED
| NFORVATI ON SYSTEM (Al S)

CONDITION(S): Gven an operational Al'S, systemusers, Software User’s Manual,
System Operator’s Manual and applicable security regul ati ons.

STANDARD: Al S security is maintained per the references.
PERFORVANCE STEPS:

1. Determine security features are active.
Verify users are using passwords.
Create user account for new user (if applicable).

Mai ntai n user access |evels.

2
3
4
5. Verify use of classifications in data files.
6. Review security related |ogs for unauthorized access.

7. Review operating systemlogs for unauthorized use of system
8. Revi ew pernission settings on systemfiles.

9. Enforce periodic changes of passwords.

10. Apply security patches to operating systemas directed by the system
software support activity.

11. Report suspected security or access violations.
REFERENCE( S) :
1. AIS System Operator’s Manual
2. AIS System User’s Manual
3. OPNAVI NST 5239. 1A, Departnent of the Navy ADP
4, AI'S Qperating System Admi ni strator nmanual (s)

ADM NI STRATI VE | NSTRUCTI ONS: Qperators of the AlIS required for individual to
nonitor their use of the system
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TASK: 8621.5.5 PERFORM TACTI CAL COVMUNI CATI ONS PROCESSOR ( TCP) ADM NI STRATI ON
CONDITION(S): G ven an operational Automated |Information System (AlS) with an
i nt egrated comuni cati ons processor, |list of addressees and routing

i ndi cators, user nessage requirenents and nmessage traffic.

STANDARD: TCP is admninistered per the references.

PERFORVANCE STEPS:

1. Initialize COVBEC equi pnent for external circuit.
Pat ch hardware for external circuit.
Updat e user profiles.

Update routing indicator tables.

2
3
4
5. Modify nessage routing criteria.
6. Monitor processor status.

7. Regul ate di sk space usage.

8. Performroutine message archiving.

9. Retransnit nmessage as required.

10. Edit messages which contain format errors.
11. Respond to processor al armns.

12. Transmit nmessage approved for rel ease.

13. Isolate problem causing circuit outage.

REFERENCE (S):

1. AIS Software User’s Manual

2. AIS System Operator’s Mnual

3. Communi cations Security (COVSEC) equi pment Operator’s Manual
4

Joint Arny-Navy-Air Force Publication (JANAP) 128, Automatic Digital
Net wor k (AUTODI N) Operating Procedures

5. ACP-117, Allied Routing Indicator Book with Supplenents 1-6
ADM NI STRATI VE | NSTRUCTI ONS: ( NONE)

TASK: 8621.5.6 MAI NTAIN SYSTEM FI LES USED W TH DATABASE QUERY | NTERFACE

CONDITION(S): G ven an operation Automated Information System (Al'S), database
| oaded, default query support files and requirenents to base nodification on.

STANDARD: Operator’s ability to performqueries is optin zed.
PERFORMANCE STEPS:

1. Review request for systemfile nodifications.

2. Update data definition tables which support object definition software
(i1 f applicable).
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Determne if an object exists which can be nodified.
Modi fy an existing object definition.

Determine file location for new object definition.
Create a new query object.

Conduct dat abase performance tuning to support change.

Test object using standard query tool.

© © N o o b~ W

Modi fy user query to performfunctions not avail able via the user
query tool.

10. Maintain backups of the query systemfiles and associ ated queri es.

REFERENCE (S): AI'S Software User’s Manual

ADM NI STRATI VE | NSTRUCTI ONS:

1. Operational AlS consists of powered up conputer, software |oaded and
ready for individual’'s use.

2. Task intended for AI'S such as TERPES and TAMPS.

TASK: 8621.5.7 MAI NTAIN SYMBOLOGY FI LE FOR | NTELLI GENCE RELATED MAP DI SPLAYS

CONDITION(S): Gven an operational Automated |Information System (AlS),
default synbology file and sketch of a new synbol.

STANDARD: Synbols file is nmmintained per the references.
PERFORMANCE STEPS:

1. Copy existing synbol definition that is simlar to new one.

2. Modify synbol to represent sketch.

3. Create synbol using sketch.

4. Del ete unused synbol definitions.

5. Backup synbol file(s) follow ng changes.

6. Assist users in determning proper synbol to represent activity.
REFERENCE( S) :

1. AIS Software User’s Manual

2. FM 101-5-1, Qperational Terns and Synbol s

3. FMFM 3-2, Mlitary Synbols

ADM NI STRATI VE | NSTRUCTI ONS: Operational Al'S consists of conputer powered up,
software | oaded and ready for 1ndividual's use.
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